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| created an internet gateway that routes to a public network to handle all incoming and outgoing web
traffic. The private subnet only processes commands from the public subnet and will likely be for a
database.
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‘us-east-2.console.aws.amazon.com,

VPC Your VPCs

@ Billing Management Con:

vpc-O4cadbeeac947013a

vpc-04cadbeeac947013a / AWStest

Details info

VPCID

vpc-Odcadbeeacda7013a

State
@ Available

DNS hostnames
Enabled
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DNS resolution
Enabled
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Tenancy DHCP options set Main route table Main network ACL
Default dopt-8a6c27e1 rtb-03f17dae8e1f1f79f / public RT acl-Oc41fee680b0Tedc2
Default VPC IPv4 CIDR 1Pv6 pool IPv6 CIDR

No 10.0.0.0/16 - -

Route 53 Resolver DNS Firewall rule Owner ID

groups 785878451144

CIDRs Flow logs Tags

IPv4 CIDRs info

CIDR

10.0.0.0/16
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Subnets (1/5) info
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Q
-] Name Subnet ID v State v VPC v IPv4 CIDR v IPv
- subnet-e2a4739f © Available vpc-dOcabebb 172.31.16.0/20 -
Public subnet subnet-Ocea692236a83003c @ Available vpc-04cadbeeac947013a | AWStest 10.0.0.0/24 -
Private subnet subnet-00e3ef9c45e97b350 @ Available vpc-04cadbeeac947013a | AWStest 10.0.1.0/24 -
= subnet-d7d74ebc @ Available vpc-dOcabebb 172.31.0.0/20 =
- subnet-e6e8d7aa @© Available vpc-dOcabebb 172.31.32.0/20 -
E = @
Subnet ID Subnet ARN State IPv4 CIDR
subnet-0cea692236a83003¢ arnawsec2:us-east- @ Available 10.0.0.0/24

Available IPv4 addresses

250

VPC

2:785878451144:subnet/subnet-
0cea692236a83003¢

IPv6 CIDR

vpc-O4cadbeeac9d7013a | AWStest

Auto-assign public IPv4 address

No

Outpost ID

Route table

rtb-03f17dae8e11£79f | public RT

Auto-assign IPv6 address
No

IPv4 CIDR reservations

Availability Zone
[P us-east-2a

Network ACL
acl-0c41fee680b0Tedc2

Auto-assign customer-owned IPv4

address

No

IPv6 CIDR reservations

Availability Zone ID
(3 use2-az1

Default subnet
No

Customer-owned IPv4 pool

Owner
785878451144

These are the private and public subnets created for the VPC entitled AWSTest
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private RT rtb-0479187c84412b37 subnet-00e3efoc45e97... . No Vpc-O4cadbeeacd47013a | AWStest
v z{gLUDAL PRIVATE = rtb-3d477956 - - Yes vpc-dOcabebb
»
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Endpoints
Endpoint Services .
Details
NAT Gateways
Peering
Connections Route table ID Main Explicit subnet associations Edge associations
rtb-0479187fc84412b37 No subnet-00e3ef9c45e97b350 / Private B
V¥ SECURITY
subnet
Network ACLs VPC Owner ID
Security Groups vpc-O4cadbeeac947013a | AWStest 785878451144

¥ REACHABILITY
Reachability Analyzer

Route tables created for the public and private subnets. Each are explicitly associated with the respected
subnet.
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@ New VPC Experience

Tar s VPC > Security Groups > sg-00397e59d89d8cc69 - launch-wizard-2

$g-00397e59d89d8cc69 - launch-wizard-2

Your VPCs

4 .
Subnets Details
Route Tables
Internet Gateways Security group name Security group ID Description VPCID
Egress Only Internet launch-wizard-2 59-00397e59d89d8cc69 launch-wizard-2 created 2021-10- vpc-O4cadbeeac947013a
Gateways 29T12:02:51.117-04:00
DHCP Options Sets
Elastic IPs Owner Inbound rules count Outbound rules count
Managed Prefix Lists 785878451144 2 Permission entries 1 Permission entry
Endpoints
Endpoint Services

Inbound rules Outbound rules Tags

NAT Gateways

Peering

Connections
® You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer | X

¥ SECURITY
Network ACLs

Security Groups Inbound rules (2) Edit inbound rules
¥ REACHABILITY Q 1 ®
Reachability Analyzer
¥ DNS FIREWALL Name v Security group rule... ¥ IP version v Type v Protocol v Port range
Rule Groups )
- sgr-00f12857ef71b7582 1Pv4 All traffic All All
Tioimain Lk - sgr-0796923dcf6ebbbd 1Pva RDP TP 3389
NETWORK g »
FIREWALL
Firewalls

Security group created for the VPC. Currently it allows all incoming and outgoing traffic between the
instances.
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Rule Groups
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NETWORK
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Firewalls

VPC Network ACLs acl-0c41fee680b01edc2

acl-0c41fee680b01edc2

Details info

Network ACL ID Associated with Default VPCID

(9 acl-0c41fee680b01edc2 2 Subnets Yes vpc-O4cadbeeac947013a / AWStest

Owner

785878451144

Inbound rules Outbound rules Subnet associations Tags

@ You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer X

Inbound rules (2) Edit inbound rules
Q 1 @

Rule number v Type v Protocol v Port range v Source v Allow/Deny v

100 All traffic All All 0.0.0.0/0 © Allow

& All traffic All All 0.0.0.0/0 @® Deny

Network ACLs which currently allow all incoming and outgoing traffic in the VPC.
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Q Sea
Dashboard
¥ Access management
User groups
Users
Roles
Policies
Identity providers
Account settings
W Access reports

Access analyzer
Archive rules

Analyzers
Settings

Credential report

Organization activity

Service control policies (SCPs)

IAM dashboard

Security recommendations

0 Root user has MFA

Having multi-factor a

entication (MFA) for the oo

Root user has no active access keys

Using acces: hed to an IA

 user instead of the root uses

IAM resources

User groups Users Roles Policies

1 1 3 0 0

What's new &
Updates for features in IAM

« IAM Access Analyzer helps you generate fine-grained policies that specify the required actions for more than 50 services.

« IAM Access Analyzer helps you generate IAM policies based on access activity found in your organization trail. 3 mont

+ IAM Access Analyzer adds new policy checks to help validate conditions during IAM policy authoring. 4 months ag

« AWS Amplify announces support for IAM permissions boundaries on Amplify-generated IAM roles. &

¥ more

Identity providers

View all (3

50

nths ago

Q

AWS Account

Account ID
) 785878451144

Account Alias

785878451144 Create

Sign-in URL for IAM users in this
account

€2 https://785878451144.signin.aws.a
mazon.com/console

Quick Links &

My security credentials

Manage your access keys, multi-factor
authentication (MFA) and other
credentials.

Tools &

Policy simulator

The simulator evaluates the policies
that you choose and determines the
effective permissions for each of the
actions that you specify.

Web identity federation playground
Authenticate yourself to any of the
supported web identity providers, see
the requests and responses, obtain a
set of temporary security credentials,
and make calls to the Amazon S3 API

IAM dashboard that shows security recommendations and also confirms MFA config
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@ Introducing the new Users list experience

Identity and Access x
We've redesigned the Users list experience to make it easier to use. Let us know what you think.

Management (IAM)

1AM Users

Q Search IAM

Dashboard
Users (1) info

W Access management An IAM user is an identity with long-term credentials that is used to interact with AWS in an account

User groups
Q [Find users by username or access key

Users
Roles e

User name 4 Groups v Last activity MFA v
Policies

tmunroe EC2Admin Never None

Identity providers
Account settings
W Access reports

Access analyzer
Archive rules

Analyzers

Settings
Credential report
Organization activity

Service control policies (SCPs)

Created an IAM user that gives said user full access to EC2 components
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Amazon S3 X
Provide feedback.

Buckets
" ® AWS Transfer Family modernizes and secures recurring file transfers to and from S3 so your data arrives on

Access Points
Object Lambda Access Points
Amazon S3
Multi-Region Access Points
Batch Operations
» Account snapshot

Access analyzer for S3 - - n
Storage lens provides visibility into storage usage and activity trends. Learn more [

® We're continuing to improve the 53 console to make it faster and easier to use. If you have feedback on the updated experience, choose

e and is highly available.

£\ treyofive ¥ Global ¥

Support ¥

1 @
Password a... ¥ Active key age 4

@ 11 days ago -

4\ treyOfive ¥ Global ¥

Provide feedback

View Storage Lens dashboard ‘

Support ¥

X
X

Block Public Access settings for
this account

Buckets (1) info

v Storage Lens Buckets are containers for data stored in S3. Learn more [
Dashboards Q 1 ®
AWS Organizations settings
Name A AWS Region v Access v Creation date v
Feature spotlight 9 teerobucket9999 US East (Ohio) us-east-2 Bucket and objects not public October 21, 2021, 09:33:12 (UTC-04:00)

» AWS Marketplace for 3

Created an S3 standard bucket for object based storage needs.
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Q 1 @

@ New EC2 Experience X Instances (3) info

Tell us what you think

EC2 Dashboard
B bl i Name v Instance ID Instancestate v Instancetype v  Status check Alarm status Availability Zone v Pu
Events public vm i-0b802530eed884a57 © Stopped @Q t2.micro - Noalarms -+ us-east-2a ec
Tags - i-02c94e1273dff7a08 © Stopped @Q t2.micro - Noalarms + us-east-2¢ -

Limits private vm i-0524620aa3091069d © Stopped @Q, t2.micro - Noalarms us-east-2¢ -

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances .

Select an instance above X

Dedicated Hosts

Capacity Reservations

v Images
AMls

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups

Elastic IPs

Public and private instances created with the free tier t2.micro option. Both instances are running
Microsoft Windows 2016 Server and are connected to the AWSTest VPC



